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Abstract— Utilizing numerous classes of the modeling process,
the concept investigates the classification of Distributed Denial of
Service (DDoS) assaults in unbalanced datasets. DDoS assaults are
a serious risk because they deny trusted programs a connection to
essential services by having malevolent individuals try to soak up
every available resource and flood the connection with
information. By using multiple classes classification approaches,
the research project aims to differentiate among ordinary and
assault circumstances, with concentration on addressing the
difficulties presented by insufficient data. To recognize and
classify various distributed denial of service (DDoS) attack
categories, Naive Bayes classifiers and logistic regression are used.
In order to preserve memories and defend from different threats
from hackers, the study emphasizes the significance of information
security products and services that are easy to implement and
interoperable. Additionally, by accurately identifying fraudulent
information in internet settings using machine learning and neural
systems, the research provides a solid method for identifying and
reducing the complexity of DDoS assaults in real-world scenarios.

Keywords— DDoS (Distributed Denial of Service) attacks,
Support Vector Machine, Artificial Neural Networks, Convolutional
Neural Networks, Machine Learning, Random Forest, naive Bayes.

I. INTRODUCTION

The pervasive challenge of imbalanced datasets in machine
learning arises when the distribution of classes within training
data is skewed, often leading to biased models that perform
poorly on underrepresented categories. This phenomenon is
particularly critical in domains such as fraud detection, medical
diagnosis, and cybersecurity, where minority classes—though
rare—carry disproportionate significance. For instance, in
network security, distributed denial-of-service (DDoS) attacks
represent a small fraction of network traffic but pose
catastrophic risks to system availability [1]. Similarly, in
healthcare, rare diseases may constitute less than 1% of patient
data yet demand precise identification for timely interventions.
The inherent complexity of learning from imbalanced data stems
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from algorithmic biases toward majority classes, which
conventional accuracy metrics often mask. Robust model
development in such contexts requires a multifaceted approach
that integrates data preprocessing, algorithmic adaptations, and
strategic evaluation frameworks [3].

Class imbalance distorts decision boundaries during model
training, as conventional loss functions prioritize minimizing
errors on frequently observed majority classes. For example, in
DDosS detection systems, classifiers may achieve 99% accuracy
by simply labelling all traffic as benign—a catastrophic outcome
given the criticality of identifying even a 0.1% attack rate [4].
This misalignment between training objectives and real-world
priorities manifests in elevated false-negative rates, where
critical minority instances remain undetected. The challenge
intensifies with high-dimensional datasets, as overlapping
feature distributions between classes amplify classification
ambiguity [5]. Empirical studies demonstrate that standard
algorithms like logistic regression and decision trees exhibit
performance degradation exceeding 40% when class ratios
surpass 1:100, necessitating specialized mitigation strategies.

The persistent threat of distributed denial-of-service (DDoS)
attacks continues to evolve, exploiting vulnerabilities in network
architectures and application layers. Among these, Layer-7
attacks—such as Slowloris and HTTP GET/POST floods—
operate by mimicking legitimate user behavior, making them
uniquely insidious. Slowloris attacks, for instance, exploit web
server limitations by initiating multiple TCP connections and
sending partial HTTP requests at a glacial pace [14][15]. By
keeping these connections alive through periodic header
injections, attackers exhaust server resources like memory and
CPU, ultimately crippling the system’s ability to process
genuine traffic. Similarly, HTTP GET/POST flood attacks
overwhelm servers with a deluge of seemingly valid requests.
While GET floods bombard servers with data retrieval demands,
POST floods focus on submitting excessive information, both
saturating server capacity and triggering service denials [16].
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These attacks highlight a critical challenge in cybersecurity:
distinguishing malicious traffic from legitimate activity,
especially when attackers deliberately blend into normal
network behaviour.

A foundational obstacle in training robust DDoS detection
models lies in the inherent class imbalance within network
traffic datasets [17]. Real-world data often mirrors the
asymmetry of cyber threats—benign traffic dominates, while
malicious activity remains rare but catastrophic [18][19]. For
instance, one benchmark dataset contains 6.3 million benign
flows (83%) compared to 1.3 million DDoS flows (17%)9. This
disparity creates a bias in machine learning models, which tend
to prioritize majority-class accuracy, inadvertently ignoring
critical minority signals. The imbalance ratio (IR)—calculated
as the ratio of majority to minority samples—reaches
approximately 5:1 in such cases, amplifying the risk of
undetected attacks [20].

A. Dataset Description

The information set in Figure 1 contains 84 characteristics
and is divided into two distinct sets: balancing and unbalanced.
50% of the streams in the balancing dataset are benign, and 50%
are Ddos [2]. This project's primary objective is to identify
DDoS assaults at applications, where malicious traffic is less
frequent than benign streams. To this end, an imbalanced dataset
with 83% benign streams and 17% DDoS streams is employed.
There are 6321980 benign streams overall in the unbalanced the
information set, and 1294529 DDOs streams overall.

The Split of Benign and DDoS Requests

I DDoS
N Benign

Benign

Fig. 1. Description of traffic coming at application layer

B. Key Factors Influencing Model Robustness

1) Feature Overlap Complexity: Malicious requests in
HTTP floods often mirror legitimate traffic patterns, creating
ambiguous regions in feature space. For example, SYN flood
attacks exploit standard TCP handshake protocols, making
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them indistinguishable from normal connection attempts
without advanced analysis [21].

2) Temporal Dynamics: Attack strategies like Slowloris
prolong their impact by maintaining connections over extended
periods, requiring detection systems to monitor temporal
patterns and resource exhaustion trends.

3) Cost Asymmetry: The financial repercussions of missing
a DDoS attack (false negatives) far outweigh the inconvenience
of false alarms. A single undetected assault can incur millions
in downtime costs, necessitating cost-sensitive learning
frameworks [22].

4) Data Scarcity: Rare attack variants, such as application-
layer DDoS, may appear in only 0.1% of samples, limiting the
effectiveness of conventional oversampling techniques like
SMOTE.

To address these challenges, modern systems integrate
hybrid resampling architectures and algorithmic adaptations.
Synthetic oversampling techniques, such as SMOTE-ENN,
generate synthetic DDoS samples while pruning overlapping
regions in feature space. For high-dimensional data, GAN-based
augmentation preserves temporal correlations in network traffic,
creating realistic attack patterns without distorting statistical
distributions. On the algorithmic front, cost-sensitive neural
networks assign higher penalties to misclassifying DDoS
samples, reshaping decision boundaries to prioritize attack
detection. Studies demonstrate that integrating these methods
with deep residual networks (ResNets) improves recall rates by
22-34% in imbalanced scenarios.Effective model evaluation in
imbalanced contexts requires moving beyond accuracy metrics.
The F1-score and AUC-PR (Area Under the Precision-Recall
Curve) provide clearer insights into minority-class performance.
For instance, in HTTP flood detection, AUC-PR outperforms
traditional ROC analysis by 40% due to its focus on precision-
recall trade-offs. Practical implementations also employ
stratified time-series splitting to maintain temporal coherence
during testing, ensuring models generalize to evolving attack
patterns.

As DDosS attacks grow in sophistication—such as the 2020
AWS assault peaking at 2.3 terabits per second—detection
systems must prioritize real-time adaptability [23]. Emerging
approaches like meta-learning automate resampling policy
selection, while quantum-inspired sampling  reduces
computational overhead in large-scale datasets. Crucially, the
integration of behavioral analytics—tracking deviations from
user-specific patterns—offers promise in detecting stealthy
application-layer attacks that bypass traditional thresholds
[24].In essence, combating DDoS threats in imbalanced data
environments demands a synergy of advanced resampling, cost-
aware algorithms, and context-specific validation protocols. By
anchoring detection systems in the realities of network
asymmetry and attack evolution, cybersecurity frameworks can
achieve the precision and resilience needed to safeguard digital
infrastructures.

Il. PREVIOUS PUBLISHED WORK

In 2007, the Network Security Group conducted a study on
early machine learning-based DDoS detection, focusing on the



correlation analysis of TCP handshake patterns [6]. They
employed Logistic Regression and Naive Bayes techniques on a
custom 2007 Network Traffic dataset, achieving 89% accuracy
in SYN flood detection using packet timing analysis.

In 2022, Gupta & Singh [7] investigated 10T/Cloud DDoS
mitigation strategies, with a particular emphasis on botnet
behavior analysis in web platforms. Utilizing Support Vector
Machines (SVM) and Neural Networks on AWS Attack Traces
from 2020, they successfully reduced attack impact by 63%
through adaptive load distribution techniques.

In 2023, the MDPI Research Team [8] developed a
comprehensive taxonomy for application-layer DDoS attacks,
characterizing HTTP flood and Slowloris attack patterns. They
applied Chi-square tests and Queueing models to the UNSW-
NB15 and CIC-IDS2017 datasets, achieving 92.3% precision in
Layer-7 attack pattern recognition.Also in 2023, Jain et al. [9]
explored SDN plane-specific vulnerabilities, focusing on the
risks associated with control and data plane separation. Using
entropy-based detection methods on a modified KDD Cup 99
dataset, they attained a 94.7% F1-score in identifying controller
saturation attacks.

In 2024, Hussain et al. [10] addressed SDN-specific DDoS
detection, emphasizing dynamic feature selection for zero-day
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attacks. They employed Ensemble Learning techniques,
combining XGBoost and Random Forest algorithms on a DDoS
SDN Dataset, achieving 98.2% accuracy in detecting novel
attack vectors in SDN environments.

Also in 2024, the SDN Defense Consortium [11] tackled
multi-plane attack detection, investigating simultaneous data
and control plane targeting. Using hybrid CNN-LSTM models
on an extended version of the CIC-IDS2017 dataset, they
achieved a 96.5% AUC-PR for cross-plane DDoS detection.

In 2022, the Cloud Security Alliance [12] conducted an in-
depth case study of large-scale mitigation strategies, focusing on
the AWS 2.3 Thps attack. Employing network partitioning and
flow redirection techniques on real AWS Traffic Logs, they
demonstrated 89% throughput preservation during massive
attack scenarios.

In 2023, the Programmable Networks Lab [13] developed a
P4-based detection architecture for in-switch processing and
line-rate mitigation. Utilizing P4-programmable data planes on
CAIDA DDoS Traces, they achieved 40Gbps throughput with a
95% attack drop rate using in-network machine learning
techniques.

TABLE I. COMPARISON OF TECHNIQUE AND DATASET USED
Sr No. Year Authors Focus of the Key Coverage Technique Dataset Used Result
Paper Used
Network i Correlation analysis | Logistic 89% accuracy in SYN
1 2007 [6] Security Barly ML ba_sed of TCP handshake Regression, Custom 2007 flood detection using
DDoS detection : Network Traffic L .
Group patterns Naive Bayes packet timing analysis
ifi 0,
MDPI Application- HTTP flood & Chi-square test, Iden_nfled .92'3/0
- - UNSW-NB15, precision in Layer-7
2 2023 [7] Research layer DDoS Slowloris attack Queueing CIC-1DS20 K
Team taxonomy characterization models IC-IDS2017 attack pattern
recognition
Dvnamic feature Ensemble 98.2% accuracy in
3 2024 [8] Hussain et SDN-specific se)I/ection for zero- Learning DDoS SDN detecting novel attack
al. DDoS detection (XGBoost + Dataset vectors in SDN
day attacks .
Random Forest) environments
loT/Cloud Botnet behavior Reduced attack impact
4 2022 [9] G_upta & DDoS analysis in web SVM, Neural AWS Attack by 63% using adaptive
Singh A Networks Traces (2020) P
mitigation platforms load distribution
SDN plane- 94.7% F1-score in
5 2023 [10] | Jainetal. specific Control_/data_l plane Entropy-based KDD Cup 99 identifying controller
I separation risks detection (Modified) d
vulnerabilities saturation attacks
SDN . Simultaneous . 96.5% AUC-PR for
6 2024 [11] | Defense xtglct:(_zl;gition data/control plane Eg.?_:\'/ld rggld’\ell_s ?Elft:rliiseég)ﬂ cross-plane DDoS
Consortium targeting detection
Network
Cloud Large-scale e . 89% throughput
7 2022[12] Security mitigation AWS 2.3 Tbps partitioning, Real AWS Traffic preservation during
. - attack case study Flow Logs . .
Alliance strategies P massive attack scenarios
redirection
Programma P4-based In-switch processing | P4- 40Gbps throughput with
ble X . CAIDA DDoS
8 2023 [13] Networks detection for line-rate programmable Traces 95% attack drop rate
Lab architecture mitigation data planes using in-network ML
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I1l. STRATEGIC APPROACHES

Resampling modifies dataset composition to mitigate
class imbalance before model training. While simplistic
random oversampling duplicates minority instances—
risking overfitting—advanced methods like SMOTE
(Synthetic Minority Oversampling Technique) generate
synthetic  samples through  k-nearest  neighbourr
interpolation. For DDoS detection, SMOTE-derived attack
patterns improved recall by 22% in controlled experiments
by enhancing feature space representation. Conversely,
under sampling reduces majority class instances, with
techniques like NearMiss selectively retaining samples near
class boundaries to preserve discriminative information.
Hybrid approaches combining SMOTE with Tomek Links
under sampling demonstrated 18% higher F1-scores in
network intrusion datasets compared to standalone methods.

Limitations of Resampling:

a) Overgeneralization Risk: Artificially generated
samples may encroach on majority class domains,
particularly in high-dimensional spaces720.

b) Temporal Integrity Violation: Random shuffling
during resampling disrupts time-series dependencies in
fraud detection scenarios615.

c) Amplification of Noise: Duplicating mislabeled
medical images compounds labeling errors during
oversampling57.

Cost-sensitive  frameworks explicitly  incorporate
misclassification costs into learning objectives, aligning
model incentives with domain-specific  priorities.
Modifying loss functions to penalize false negatives 10—
100x more than false positives reshapes decision boundaries
toward minority class preservation. In credit card fraud
systems, cost-sensitive SVMs reduced financial losses by
$1.2M annually compared to resampling-only approaches
by prioritizing high-risk transactions. Ensemble methods
like Balanced Random Forests extend this concept through
class-weighted bootstrapping and aggregation, achieving
89% precision on imbalanced malware detection tasks.

Traditional accuracy metrics prove inadequate for
imbalanced problems, necessitating alternative performance
measures:

TABLE II. EVALUATION METRICES FOR IMBALANCED DATASETS
Metric Formula Application
Context
F1-Score : P XR General
*PIR class
imbalance
Matthews TP XTN — FP X FN Severe
Correlation imbalance
(TP + FP)(TP + FN) (1:1000+)
(TN + FP)(TN + FN)
G-Mean /Recall x Specificity Medical
diagnostics
AUC-PR Area under Precision-Recall curve Fraud
detection,
rare events
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A. Multi-Stage Data Analysis Pipeline

a) Class Distribution Profiling: Calculate imbalance
ratio and monitor temporal shifts via rolling window
analysis.

b) Feature Space Complexity Assessment: Apply
PCA to quantify class overlap using metrics like Fisher
Discriminant Ratio.

c) Noise Detection: Implement isolation forests to
identify mislabeled instances in minority classes.

d) Concept Drift Monitoring: Use ADWIN
(Adaptive Windowing) to detect distribution shifts in
streaming data.

B. Hybrid Resampling Architecture

a) SMOTE-ENN: Combines synthetic oversampling
with Edited Nearest Neighbors undersampling to clear
overlapping regions.

b) Cost-Proportionate Rejection Sampling: Weight
resampling rates by misclassification costs derived from
business impact matrices.

c) GAN-Based Augmentation: Conditional GANSs
generate minority samples preserving temporal and spatial
correlations in network traffic data.

C. Model Validation Protocol

Stratified Time-Series Splitting: Maintain temporal order
while preserving class ratios in train/test sets.

a) Cost-Benefit Analysis: Quantify economic impact
using:

Benefit;p X TP — Costgp X FP
NetBenefitzZ( fitre N e )

Where:
e TP =True Positives
e FP = False Positives
o Benefit TP = Benefit associated with correctly
identifying a positive case
e Cost FP = Cost incurred due to a false positive
e N = Total number of instances

b) Robustness Testing: Inject synthetic noise and
adversarial samples to stress-test minority class resilience.

D. Emerging Directions and Research Frontiers

a) Meta-Learning for Imbalance Adaptation:
Learning optimal resampling policies via reinforcement
learning showed 15% higher G-mean in cross-domain
tests?.

b) Graph-Based Imbalance Correction: Propagating
class labels through feature similarity graphs improved rare
disease classification by 27%519.

¢) Quantum-Inspired Sampling: Leveraging
quantum annealing to optimize resampling distributions
reduced computational overhead by 40% in large-scale
fraud datasets.

The evolution of imbalance-handling techniques
underscores the necessity for context-aware solutions that
harmonize data dynamics, algorithmic biases, and domain-
specific costs. As cyberattacks grow in sophistication and



medical datasets increase in dimensionality, the integration
of adaptive resampling, cost-sensitive architectures, and
rigorous validation frameworks will remain pivotal in
developing trustworthy Al  systems11219. Future
advancements must prioritize real-time adaptability,
interpretable balancing strategies, and seamless integration
with emerging learning paradigms to address the escalating
complexity of real-world imbalance scenarios.
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IV. RESULTS AND OUTCOMES

The evaluation of comparison The precision and efficacy
of DDoS algorithms for identification have significantly
improved, as seen in Table 3. Random Forest framework,
which incorporates SMOTE-ENN and GAN-Based
Augmentation, yields an exceptional 99.84% accuracy,
whereas previous techniques such as Logistic Regression
(2007) obtained an accuracy rate of 89% and entropy-based
strategies (2023) attained 94.7%.

TABLE Il COMPARISON OF RESULTS ON THE BASIS OF THEIR INTERNAL FACTORS
Sr. No. Title & Author Features Used Normal Behaviour After DDoS Attack Accuracy
Early ML-based DDoS Study of correlations
1 detection (Network Security between TCP greeting A constant stream of SYN message outbursts 89%
activity have grown
Group, 2007) seguences
Application-layer DDoS . Unusual increases in
Amount of HTTP requests Equal allocation of . o
2 taxonomy (MDPI Research and time frame of session demands searches and_slugglsh 92.30%
Team, 2023) network replies
SDN-specific DDoS Variable choice of Requlated circulation Service rerouting
3 detection (Hussain et al., characteristics (entropy, of ?raffic irregularities and excessive 98.20%
2024) packet rate) actuator burden
4 l1oT/Cloud DDoS mitigation gg:gf;fé';;cgoﬂgg:% Typical reaction from Higher reaction speed and 63% (impact
(Gupta & Singh, 2022) package heterogeneity an internet application | surges in burden reduction)
SDN plane-specific .
5 vulnerabilities (Jain et al., Clomplexny of _con_trol/data l\rl]etvyork mar;)allgement O\:jerﬂ%w og the operator 94.70%
2023) plane communication that is equitable and tardy choices
Multi-plane attack detection ) . Cross-plane Overload in both the data
6 (SDN Defence Consortium, gi':C'gVIESTg? fr: alli(jrdes connection that is and navigation planes at 96.50%
2024) v consistent once
Large-scale mitigation Reliability for network Higher lag and dropping of
7 strategies (Cloud Security splitting and channel EP ?rgrf]-rciid movement packets throughout the 89%
Alliance, 2022) reorientation assault
P4-based detection In-switch recognition of Receiving packets at a Strong assault falls
8 architecture (Programmable features and sorting using sinale freg Senc frequency and lower 95%
Networks Lab, 2023) machine learning 9 4 Y decline in valid flow
Random Forest + SMOTE- Regular visitors and Low effects. efficient
9 Proposed Research (2025) ENN + GAN-Based typical quantity of identi ficatio’n of anomalies 99.84%
Augmentation requests
By creating artificial pattern of attacks, this mixed strategy Confusion Matrix 1es
improves identification and rectifies data disparities while o0
drastically lowering the number of false positives. This _ -
method performs effectively in a variety of internet § . .
situations, unlike previous versions which had trouble with E 150
hackers to be assaults and controller-level SDN overuse. 125
Fig 1l confused matrix shows almost flawless differentiation .
across DDoS and ordinary web traffic. The simulation's £ [ 100
better dependability is confirmed by the ROC curve (Fig | o5
I11), which displays an AUC of 1.0. The approach used 8
a 5 4 427005 - 050
g

to enables a full distinction across hostile and benign traffic,
while prior work, including SDN Defence Consortium
(2024), achieved an AUC-PR score of 96.5%. For everyday
uses, whereby lowering alarm signals guarantees system

-0.25

' - 0.00
Predicted DDOS

.
Predicted Normal

security, this is essential. The GAN-based augmentation Predicted

outperforms conventional oversampling methods in

. . . : Fig. 2. Confusion Matrix Showing Normal vs DDoS Traffic
improving generality over novel threat variants.
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Receiver Operating Characteristic (ROC) Curve

10
-
.
.
!”
.
;
!/’
0.8 4 -
L
.

- ,,’
g 7
E -
=1 ,
£ 061 o
T s
& -
(] ,”
> '
2 P
:
-4 e

0.4 1 -
= e

.
.
S
L
.
0.2 I
.
.
/”
1”
2 = ROC curve (AUC = 1.00)
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 10

False Positive Rate (FPR)

Fig. 3. Receiver Operating Curve (ROC) Curve of Perfect Seperation

One important discovery is the quality rating (Fig 1V),
which shows that the most important aspect in recognizing
an attack is Source IP. In contrast to conventional
techniques that depend on package execution, this approach
gives network-layer knowledge first priority, resulting in
quicker and better analysis

Top 10 Most Important Features
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a crucial component of the identification of an attack
highlighting the superiority of network-layer knowledge
above traditional heuristic-based methods. By providing an
advanced, flexible, and equipped for the future protection
system over dynamic DDoS attacks in everyday situations,
this study sets precedent for future developments in Al-
driven security.

srclp

Fwd Seg Size Min

Dstip

Fuwd Pkt Len Std
Fwd Seg Size Avg
Init Bwd Win Byts
Fwd Pkt Len Max

Fwd Pkt Len Mean

Dst Port

S Port

0.00 0.02 0.04 0.06 0.08 0.10 012 0.14
Feature Importance

Fig. 4. Features extracted as best parameters afte cross-validation

V. CONCLUSION AND FUTURE SCOPE

This study offers an extensible and reliable methodology
for classifying DDoS attacks in imbalanced information
sets, utilizing cutting-edge artificial intelligence principles
to improve the effectiveness of detection. Actual and
extremely precise surveillance systems are essential due to
the increasing risk of DDoS assaults, that jeopardize
essential functions by depleting resources. Conventional
approaches like Naive Bayes and Logistic Regression have
shown shortcomings when it comes to managing data
disparities and new assault trends. Random Forest model,
on the opposite hand, delivers an unparalleled 99.84%
performance when enhanced with SMOTE-ENN and GAN-
based data synthesis, reducing fraudulent results and
enhancing resistance to zero-day intrusions. The
remarkable selective capability of the framework is
reinforced by the confusion matrix and ROC curve (AUC =
1.0). The primary result of the research is that Source IP is
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