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Abstract - Many sensor network applications require sensor 
node to obtain their locations correctly. Various techniques 
have been proposed to locate regular sensors based on some 
special nodes called anchor nodes, which are supposed to 
know their locations. Providing a certain degree of 
localization accuracy at the presence of malicious beacons 
becomes a very challenging task. In this paper, a secure and 
efficient voting based localization scheme is proposed to 
mitigate the above impact. In this scheme voting based 
technique gives a search region in which sensor nodes are 
present, and then in search region trilateration is applied to 
know the position of sensor nodes. The communication 
between anchor and sensor nodes is authenticated and 
secured by encryption. The proposed scheme can provide very 
good localization accuracy with the reduced computational 
cost in presence of malicious nodes. This scheme is resistant 
to various attacks.  
 
Index Terms – Wireless Sensor Networks (WSNs), Secure 
Localizations, Voting Based   Method, Trilateration. 
 
NOMENCLATURE 
Wireless Sensor Networks (WSNs), Angle of Arrival (AoA), 
Time Difference Of Arrival (TDoA), Time of Arrival (ToA), 
Received Signal Strength Indicator (RSSI), cluster-based 
Minimum Mean Square Estimation (CMMSE), Attack-resistant 
Minimum Mean Square Estimation (ARMMSE), Least Median 
square(LMds). 
 
1.0 INTRODUCTION 
Wireless Sensor Networks (WSNs) is a significant technology 
attracting considerable research. It is experiencing an explosive 
growth similar to the internet, this is largely due to the 
attractive flexibility of anytime, anywhere network access 
enjoyed by both users and service provider. Knowledge of 
position of the sensing nodes in a Wireless Sensor Network is a 
necessary part of many sensor network operations and 
applications.In hostile environment knowing the position of the 
sensor is very difficult. The process of determining the position 
of the sensor nodes in WSNs is defined as localization (location 
estimation).  Sensor node uses anchor node to calculate its 
location. Anchor nodes are aware of their position through GPS 
or before deployment and exchange its location information 
with sensor nodes. The basic idea in D.Liu et al.,[1] is, nodes 
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measure distances to their neighbours and share their position 
information with them to compute their positions. Sensor node 
whose position has been uniquely determined can act as a new  
anchor node to localize other nodes by sharing its position with 
its neighbours. This iterative process continues until all nodes 
are localized. 
Secure localization as discussed in Jianqing at et al.,[2] is 
necessary as sensor nodes may be deployed in hostile 
environments where malicious adversaries attempt to spoof the 
locations of the sensors by attacking the localization process. 
For example, an attacker may alter the distance estimations of a 
sensor to several reference points, or replay beacons from one 
part of the network to some distant part of the network, thus 
providing false localization information. Hence, the location 
estimation is performed in a secured way, even in the presence 
of attacks. Furthermore, adversaries can compromise the sensor 
devices and force them to report a false location to the data 
collection points.  Therefore, a secure positioning mechanism is 
required. 
Localization has an endless array of potential applications in 
both military and civilian applications as discussed   in John et 
al.,[3], including land-mine detection, battlefield surveillance, 
target tracking, environmental monitoring etc, as discussed 
[21][23][24][25]. There are many advantages of knowing the 
location information of sensor nodes. Location information is 
needed to identify the location of an event of interest like the 
location of enemy tanks in a battlefield, the location of a fire, 
target-tracking applications for locating survivors in debris, or 
enemy tanks in a battlefield. 
    In this paper a secured efficient localization scheme is 
proposed based on voting and trilateration method for location 
discovery. In sensor networks voting method provides us the 
portable region where unknown node is present. After finding 
the search area trilateration is applied to find the accurate 
position. Trilateration is a process of determining absolute 
position or relative location of point by measurement of 
distance using the geometry of circle, spheres or triangles. In 
contrast to triangulation it does not involve the measurement of 
angles. In two-dimensional geometry, it is known that if a point 
lies on two circles then the circle centers and the two radii 
provide sufficient information to find one location. In three-
dimensional geometry, when it is known that a point lies on the 
surfaces of three spheres, then the centers of the three spheres 
along with their radii provide sufficient information to find the 
possible locations. There are many other  methods available  to 
compute the actual location like Triangulation using AoA as 
references and Multilateration based on the TDoA where 
overhead is more compared to Trilateration. 
In section 2 literature survey on voting based scheme and other 
schemes is discussed. Section 3 gives the detail discussion of 

mailto:impanaraj@gmail.com�
http://en.wikipedia.org/wiki/Sphere�
http://en.wikipedia.org/wiki/Triangle�
http://en.wikipedia.org/wiki/Triangulation�
http://en.wikipedia.org/wiki/Angle�
http://en.wikipedia.org/wiki/2D_geometric_model�


BIJIT - BVICAM’s International Journal of Information Technology 

Copy Right © BIJIT – 2014; July - December, 2014; Vol. 6 No. 2; ISSN 0973 – 5658                                                             751 

the proposed scheme. Section 4 discusses the various type of 
attacks, analysis of threats to overcome these attacks. Section 5 
discusses about computational complexity of our proposed 
scheme compare to other secure localization scheme. 
 
2.0 RELATED WORK 
A number of secure localization schemes have been proposed 
to estimate the location of sensor and protect the anchor nodes, 
Some of them defeat attacks by detecting and blocking  
malicious beacons as discussed in Chin et al.,[16], Jinfang et 
al., [17], Ning Yu[18]. As in Avinash et al.,[11] there are many 
approaches in localization a) Direct approaches: This is also 
known as absolute localization. The direct approach itself can 
be classified into two types: Manual configuration and GPS-
based localization. The manual configuration method is very 
expensive. It is neither practical nor scalable for large scale 
WSNs and in particular, does not adapt well for WSNs with 
node mobility. On other hand, in the GPS-based localization 
method, each sensor is equipped with a GPS receiver. This 
method adapts well for WSNs with node mobility and it is not 
economically feasible to equip each sensor with a GPS receiver 
since WSNs are deployed with hundreds of thousands of 
sensors. b) Indirect approaches: The indirect approach of 
localization is also known as relative localization. In this 
approach, a small subset of nodes in the network, called the 
anchor nodes is used. It is classified into the following two 
categories Range-based and Range-free localization. Range-
based localization depends on the assumption that the absolute 
distance between a sender and a receiver can be estimated by 
one or more features of the communication signal from the 
sender to the receiver like AoA, RSSI, ToA and TDoA.  
Range-free localization never tries to estimate the absolute 
point to point distance based on received signal strength. This 
greatly simplifies the design and cost effective.  
Some schemes utilize clustering algorithm in localization 
systems to mitigate the impact of malicious attacks. Wang et al. 
proposed a CMMSE [4] which uses an MMSE to identify and 
construct a consistent location reference set for the final 
location estimation. However, the random selection of initial 
location references makes CMMSE obtain different results in 
different runs, and might cause more rounds of execution 
failure. Along the same line, Misra et al. proposed CluRoL [4], 
which clusters intersections of reference circles to filter out 
malicious beacon signals but CluRoL is very slow, requires 
high computation and storage overheads.  
    A LMdS approach was proposed in [5] to solve the 
localization problem for scenarios where less than 50% of the 
nodes are malicious. This method shares similarity with the 
random sample consensus (RANSAC) algorithm [6], as it uses 
several subsets of nodes to identify candidate locations, and 
then chooses the solution that minimizes the median of the 
residues. These methods localize the nodes with small error as 
long as the fraction of malicious nodes is not too large. 
However, the memory requirement and computational cost of 
running these algorithms is high and can be difficult to meet in 
resource limited applications. 

    Loukas lazos et al.[7] present a distributed SeRLoc based on 
a two-tier network architecture that allows sensor to passively 
determine their location without interacting with other sensors. 
The paper also shows that SeRLoc is robust against known 
attacks on WSNs such as the wormhole attack, the Sybil attack 
and compromise of network entities. But in this sensor 
estimates its location as the center of gravity of the overlapping 
region, which is difficult to estimate. 
Monte Carlo based approach for localization was proposed in 
[8], a fixed number of candidate sample locations that satisfy a 
constraint on the maximum velocity of the nodes are  randomly 
generated. Samples that are inconsistent with the measurements 
obtained from anchor nodes are filtered out and  
a final estimate of location is found by averaging the remaining 
samples. The localization accuracy of the algorithm is low. 
These algorithms did not consider the presence of malicious 
anchor nodes in the network. 
D. Liu, p. Ning et al.,[1] proposed a ARMMSE in which paper 
two methods to tolerate malicious attacks against beacon-
based location discovery in sensor networks have been 
introduced. The first method filters out malicious beacon 
signals on the basis of the “consistency” among multiple 
beacon signals, while the second method tolerates malicious 
beacon signals by adopting an iteratively refined voting 
scheme. Both methods can survive even if the attacks bypass 
authentication, provided that the benign beacon signals 
constitute the majority of the “consistent” beacon signals. In 
an extreme case, if all the beacon nodes are compromised, 
these techniques will fail.  
Chen et al.,[19],  Sohail et al.,[20] propose localization 
algorithms based on genetic algorithm and bio inspired 
computing respectively where computation cost is high. 
Our proposed scheme takes a distinct approach by protecting 
the location privacy of sensor nodes, preventing inaccurate and 
false location information. Decreasing the computation cost by 
reducing communication overhead and reduces the location 
estimation error with no extra localization equipment being 
employed. 
 
3.0 PROPOSED SECURE LOCALIZATION SCHEME 
This section gives the detailed description about the proposed 
secure localization scheme. proposed secure localization 
scheme is based on voting and trilateration method. Voting 
based method provides a search region where the sensor node 
exists. Once the region of sensor node existence is found, 
trilateration is applied to find the exact location of a sensor 
node. 
Our proposed scheme is purely based on a set of location 
references, however this scheme is range-independent 
localization scheme. The location references are taken from set 
of anchor nodes, so there is no extra communication overhead 
involved when compared to the other range based localization 
schemes as discussed in Avinash et al.,[11]. We propose a new 
key establishment mechanism to establish a symmetric key 
between the sensor node and anchor nodes to transmit the 
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location information securely to the sensor node. Voting based 
method finds the overlapping region, if more than three anchor 
nodes are in the overlapping region of the sensor node, any three 
anchor nodes are selected and trilateration is applied to calculate 
the sensor node location. The anchor nodes encrypt the location 
information of their’s and send it to sensor node. Sensor node 
uses three anchor node locations to compute its position. 
Network model assumption is given in section 3.1.  
 
3.1 Network model 
Sensor network consists of sensor nodes. We assume that a set 
of sensor nodes Si= S1,….,Sn and a set of anchor nodes 
Aj=A1,…,Am. The number of anchor nodes m deployed is less 
than 1/4th

 

 the of sensor nodes n.  We assume that the anchor 
nodes know their positions accurately (since they are GPS 
enabled or by other means). Sensor nodes  depend on anchor 
nodes to compute their positions. All the sensor nodes are 
deployed in the region where its communication range lies 
within the range of three or more anchor nodes. We consider 
the anchor nodes which are static and the sensor nodes can be 
mobile or static. The voting based method and trilateration 
method is discussed in 3.2 and security scheme in 3.3. 

3.2 Location estimation 
In this section we discuss about our proposed location 
estimation scheme based on voting scheme and trilateration. In 
our proposed scheme the location is calculated based on the 
anchor nodes location information. The anchor nodes broadcast 
the location information to the sensor nodes. Based on the 
number of anchor nodes from which the sensor nodes is able to 
receive the information vote is collected. To illustrate this we 
consider an example as shown in figure (1). This figure 
explains both voting based method and trilateration method 
used to calculate the location of a sensor node. 
    Fig(a) shows the set of anchor nodes and sensor nodes 
deployed in an hostile area. Where sensor nodes have to 
calculate their location with the help of anchor nodes who 
know their location information in prior. The figure also shows 
the communication range of each anchor node. Fig (b) chooses 
the intersection range of three anchor nodes a1, a2, a3 in which 
the sensor node s1 lies. Around this intersection region an N×N 
grid is formed and split them into a N×N cells as shown in 
fig(c). each cell will have the communication range of selected 
anchor nodes. The anchor nodes which have maximum 
intersection are considered, take the intersection of 
communication range of those anchor nodes and split them in 
to number of  N × N  cells. Each cell will have communication 
range of selected anchor node. Take each location reference as 
vote.  Votes in each cell indicate the number of anchor nodes  
with in the communication  range. Initially all cells will have 
the vote zero. If any anchor node communication range lies in 
that cell, the vote count is increased by 1. Fig(d) shows the vote 
count of each cell and vote count for sensor node s1 which lies 
within the communication range of three anchor nodes a1, a2, 
a3. Its vote count is three. Now the sensor node s1 tries to 
calculate its location using trilateration as show in fig(e). Here  

three anchor nodes a1, a2, a3 

    

will be considered. Calculate the 
distance between any two anchor nodes. To simplify the 
calculations, the equations are formulated so that the nodes 
(centers of the spheres) are on the z = 0 plane. and also the 
formulation is such that one center is at the origin, and one 
other is on the x- axis, using this calculate x,y and z value, this 
gives sensor node position. 

            Fig (a)                          Fig (b)                  Fig (c) 

 
              Fig (d)                                         Fig (e)  
Figure 1:  (a) Secure network k.  (b) Intersection of anchor 
node.      (c) N × N grid in anchor node intersection region.    
(d) Applying voting technique.  (e) Trilateration method. 
 
3.3 Security scheme  
This section describes the security scheme used to secure the 
localization information. We assume that before deployment, 
the sensor node and the anchor are stored with a key k0. Each 
sensor node is preloaded with its id i,e sid

)(•h
 and a cryptographic 

hash  function  Immediately after the deployment of the 
anchor nodes and sensor nodes. The sensor node send Sid i,e 
sensor id and random number  rn generated by sensor node, 
encrypted with symmetric key k0. Anchor node decrypt the sid  
and rn  with the key k0. when the sensor node wants to know 
its position, sensor node will generate a new secrete key, 
encrypt the key ski with rn send it to anchor node. Anchor node 
initiate the communication, then sensor node send Esk(sid and  
h(rn)) to anchor node. Anchor node decrypts (sid and  h(rn)) 
and compare h(rn) with previously stored value. If the received 
hash is same as the computed hash, then the sensor node is 
authenticated and the anchor node will send the location 
information to sensor node encrypted with ski

 

. Figure 2 
explains this security mechanism used to secure the localization 
information. 

4.0 ATTACKS  
Node compromise is the most fundamental attack in WSN that 
leads to other kinds of attacks[22]. It occurs when an attacker. 
gains control of a node in the WSN. With compromised node, 
an attacker can alter the node to listen information in the WSN, 
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revoke legitimate nodes, input malicious data and cause 
internal attacks, e.g., DoS attack. 
A replay attack is the easiest and most commonly used by 
attackers. Specifically, when an attacker’s capability is limited, 
i.e., the attacker cannot compromise more than 1 node. In a 
replay attack, the attacker merely jams the transmission 
between a sender and a receiver and later replays the same 
message, posing as the sender. If an adversary manages to 
capture a node and extract the authentication/encryption keys, 
it can produce a large number of replicas having the same 
identity (ID) from the captured node and integrate them into the 
WSN at chose locations, which is called the node replication 
attack. 
 
Security scheme for location information 
Initialization: 

1. Sensor node sid chooses a random number sends 
Ek0(sid +rn

2. Anchor node which are in the communication range of 
s

) to anchor. 

id ,  Dk0(Ek0(sid +rn)) stores the sid  and rn

Key exchange phase: 
  . 

1. Later whenever the sensor node wants to know the 
location information, generates key sk encrypt with rn

2. Anchor node sends acknowledgment for the received 
message. 

 
and send it to anchor node which have been selected 
for location estimation based on voting. 

3. Sensor send (Esk(sid and  h(rn

4. Anchor node D
)) to anchor node. 

sk(Esk(sid and  h(rn)), computes h(rn) 
and compare with the previously stored h'(rn) values. 
If both are same then, it encrupts Esk(La

 

) sends it to 
anchor node. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2: security mechanism for secure location 

information exchange 
 
 

ALGORITHM: Secure voting based localization scheme. 
1. Anchor nodes Ai

2. Initially sensor nodes set the vote count to zero i.e v=0. 

 where i=1,2,…m within the 
communication range of the sensor nodes, broadcast the 
message. 

3. As it hear the anchor nodes it count gets incremented, it 
has to hear from at least 3 anchor nodes. If 3 anchor 
nodes, are in the overlapping region, then  the vote 
count is 3. 

4. Sensor nodes generates key sk, Ern(sk) , encrypts key sk

5. Anchor nodes send the acknowledgment for the 
received message. 

 
member with random number and sends it to anchor 
nodes. 

6. Sensor nodes sends Esk(sid+h(rn

7. Anchor nodes sends decrypts(s
)) to anchor nodes. 

id+h(rn)) with key sk 
which was previous send, computes h(rn) with the 
previously stored rn value and computes h(rn) with  
encrypts Esk(LA

8. Sensor nodes decrypts L
) to sensor nodes. 

A which as co-ordinands values 
of Li(xi,yi), Li+1(xi+1,yi+1), Li(xi+2,yi+2

9. Apply trilateration 
),… 

a) Consider that all three centers are in the plane z = 0. 
a1(0,0) is at origin, a2

b) To find sensor node position  calculate(x, y, z)  
(d,0) at x axis. 

             d
drrx
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the adversary replicates one or more sensor nodes, it can 
execute the malicious operations. For instance, the replicas may 
inject false localization information into the WSN. 
In a sybil attack, a node claims multiple identities in the 
network. When launched on localization, localizing nodes can 
receive multiple location references from a single node leading 
to incorrect location estimation. The Wormhole Attack 
establishes a direct link between two points in the network. The 
wormhole attack is very difficult to detect, since it can be 
launched without compromising any host. 
In proposed scheme the authentication is used to identify the 
authenticated and malicious nodes. In our scheme as hashed 
random numbers are exchanged whenever sensor node 
encounters the anchor nodes for communication. Anchor node 
after receiving the random number verifies it with earlier saved 
value. If those two values are same then only it sends its 
location information to sensor nodes. Thus the scheme allows 
communication between the authenticated nodes thereby 
preventing above attacks. 

Stores sid,h' (rn) and  rn 

Yes 

Anchor Sensor 

EKo[(sid) and  (rn)] 

Position request, rn 
 

Esk[(sid) and h(rn)] 

h(rn)== h`(rn) 
 

Malicious 
node identified 
and removed 

No  

E(sk)(La) 

ACK 
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    As the location information is encrypted with the secret key 
location information will be secured and it will be difficult for 
attacker to hack. Table 1 gives summary of various security 
attacks addressed by our proposed secure voting based scheme 
scheme compared to other existing schemes. 
 
5.0 PERFORMANCE ANALYSIS  
The LMdS approach requires a certain minimum number of 
subsets of nodes M1, which increases as the percentage of 
malicious nodes increases, in order to ensure that one estimate 
is the correct estimate with very high probability. An LS 
estimate needs to be found for each of these subsets, which is 
computationally expensive. The computation complexity 
associated with the LMdS method is calculated using the linear 
least squares (LLS) algorithm described in [9]. LMdS 
algorithm first performs M1 LLS on different subsets of size n 
giving a computational complexity of ϴ( M1n). Comparing the 
computational complexity of the secure voting based method 
with CluRoL. Proposed scheme has a computational 
complexity of   O(n2),  which is much less than that  of O(n4 

Figure 3 illustrates the key storage overhead PVFS[14] and 
voting based scheme. PVFS requires storage of four times more 
keys in its key assignment process compared to voting based 
scheme. Voting based method requires fewer location 
references in its localization process, hence the keys required is 
also minimal. 

log 
n) where n is the number of  location references provided. This 
shows that scheme voting based method is efficient compared 
to CluRoL. Comparing the our scheme and gradient descent 
based scheme, we can see that they have similar run time. But 
gradient descent works well only when all received signals 
converges. If distance between the sensor node and the anchor 
node increases then the localization error also increases with 
high computational cost. In secure voting based method   as it 
requires fewer reference points computational complexity is 
low. Table 2 shows the comparison of computational 
complexity of various algorithms. 

We compare our secure voting based scheme experimentally 
with LMds and Gradient descent approach. Simulation is 
carried out with varying network size of 100 to 500 sensor 
nodes and 10 to 50 anchor nodes with a deployment region of 
600m × 600m. The deployment region is divided into a 10  
square grid with each cell of size 60m × 60m. 
Figure 4 shows the run time required to achieve a desired 
localization accuracy comparing the localization errors with 
gradient descent approach and least mean squares. Localization 
error of our proposed method is approximately eight times 
lower compared to LMdS method. Comparing our secure 
voting based scheme with gradient descent based scheme, they 
have similar localization accuracy but in gradient descent based 
approach as the distance increases the localization error also 
increases. So proposed secure voting based scheme is efficient  
compared to other schemes.  
Figure 5 explains the time taken for localization of different 
network sizes varying from 100 to 500 nodes by varying the 
number of anchor nodes. Simulation result shows that proposed  
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Figure 5: Time taken for localization 

 
Figure 6: Total number of nodes localized. 

scheme works efficiently upto 400 nodes. Above 400 nodes all 
the nodes will be localized but time taken for localization 
increases. Figure 6 gives the total number of nodes localized 
which is approximately 97% for varying network sizes. 
 
6.0 CONCLUSION  
In this paper, we proposed a secure and computationally 
efficient scheme for localization in wireless sensor networks. 
Voting based method is used to find localizing area of the 
node with low estimation error even for complex networks. 
Later trilateration is applied to find their position with the 
assistance of a small number of trusted entities. 
Authentication effectively prevents the attacks since it can 
filter the false information, which is caused by malicious 
sensor or anchor nodes that disturb the localization process. 
As the localization process involves fewer reference points the 
communication cost is reduced compared to other schemes. 
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